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Chemical Accident Prevention: Site Security
The Environmental Protection Agency (EPA) is issuing this Alert as part of its ongoing effort to protect human

health and the environment by preventing chemical accidents. EPA is striving to learn the causes and contributing
factors associated with chemical accidents and to prevent their recurrence. Major chemical accidents cannot be pre-
vented solely through regulatory requirements. Rather, understanding the fundamental root causes, widely disseminat-
ing the lessons learned, and integrating these lessons learned into safe operations are also required. EPA publishes
Alerts to increase awareness of possible hazards. It is important that facilities, SERCs, LEPCs, emergency responders,
and others review this information and take appropriate steps to minimize risk. This document does not substitute for
EPA‘s regulations, nor is it a regulation itself. It cannot and does not impose legally binding requirements on EPA,
states, or the regulated community, and the measures it describes may not apply to a particular situation based upon
circumstances. This guidance does not represent final agency action and may change in the future, as appropriate.

PROBLEM

Facilities that handle chemicals are actively engaged
in managing risks to ensure the safety of their workers
and the community.  Most of their efforts focus on
ensuring that the facility is designed and operated safely
on a day-to-day basis, using well-designed equipment,
preventive maintenance, up-to-date operating proce-
dures, and well-trained staff. Because of today’s in-
creased concern about terrorism and sabotage, compa-
nies are also paying increased attention to the physical
security of facility sites, chemical storage areas, and
chemical processes. All companies, big and small,
should have some measure of site security in place to
minimize crime and to protect company assets. This is
especially true for facilities that handle extremely
hazardous substances.

Under section 112(r) of the Clean Air Act (CAA),
EPA developed Risk Management Program (RMP)
regulations that require facilities to examine their
chemical accident risk and develop a plan to address it.
The increased concern for the physical security of
facilities that handle extremely hazardous substances
is also reflected in recent government actions. Highlight-
ing site security , the Chemical Safety Information, Site
Security and Fuels Regulatory Relief Act contains a
major provision that requires the Department of Justice
to prepare reports to be submitted to Congress describ-

ing the effectiveness of RMP regulations in reducing the
risk of criminally caused releases, the vulnerability of
facilities to criminal and terrorist activity, and the
security of transportation of listed toxic and flammable
substances.

This Alert is intended as a public service.  It high-
lights security areas that companies may want to review
to ensure that appropriate measures are being imple-
mented. More importantly, it provides sources of infor-
mation and help to assist facilities that routinely handle
chemical substances in their efforts to have secure and
accident-free operations.

EXAMPLES

The following examples illustrate the range of
damage that can occur at facilities handling hazardous
substances because of criminal activity:

• A manufacturer uses flammable naphthalene to
produce mothballs. Received in molten form, the naph-
thalene solidifies when cooled and looks similar to
candle wax.  Trespassing teenagers found the vats of
naphthalene that were left outside to cool. They ignited
the naphthalene and started an uncontrollable fire.
Approximately 40 acres of industrial property burned, at
an estimated cost of $100 million.

• Every few weeks, EPA receives reports that
thieves, looking for ammonia to use to make illegal
drugs, have broken into fertilizer dealers, refrigerated
warehouses, or ice manufacturing facilities, frequently
leaving valves open. In some cases, the thieves have
been overcome by the ammonia and needed to be
rescued; in other cases, the community has been evacu-
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by Patrick R. Ralston, Chairman, Indiana Emergency Response Commission

CHAIRMAN’S CORNER

As we all
know, and are
reminded
every day, the
world is a
completely
different
place than it
was when the

last “Chairman’s Corner” was written.
On September 11th, the citizens of
America ceased being outside observ-
ers of state-sponsored terrorism and
became participants in the deadly way
future wars may be waged.

That there was an attack on the
United States came as no surprise to
members of the emergency manage-
ment community.  Since 1997, Indiana
has had a terrorism task force in place
to define potential problems and
develop plans and procedures to
respond to a terrorist attack.  The task
force includes representatives of state,
federal, and local governments.  We
have done a tremendous amount of
training for first responders, law
enforcement, and elected officials over
the last few years.

Indiana Emergency Response
Commission (IERC) Field Coordinator
Manuela Johnson is a part of the effort
to prepare the state for terrorist
response.  In addition to her duties in
assisting Local Emergency Planning
Committees (LEPCs) with their needs,
she is managing the threat assessment
required by the U.S. Department of
Justice for terrorism equipment
funding.

I am a member of a national
Defense Department commission on
terrorism. The September attacks,
unfortunately, validated the conclu-
sions of the Gilmore Commission.  In
our first two annual reports to the
President and Congress, we argued for
better coordination of antiterrorism
preparedness and training.  That

included the appointment of a White
House level director of homeland
security.  Shortly after the attacks,
President Bush did just that with the
appointment of Governor Tom Ridge
to that post.

This was supposed to be the last
year for the Gilmore Commission, but
it appears that Congress will extend its
mandate for two more years.

While we try to keep things as
normal as possible in these troubled
times, there have been some changes
as a result of the present situation.

The Comprehensive HAZMAT
Emergency Response Capability
Assessment Program (CHER-CAP)
exercise in Tippecanoe County has
been postponed until spring 2002. The
community-wide exercise is funded by
a $5,000 grant from FEMA. CHER-
CAP is designed to assist communities
in better understanding HAZMAT
risks facing them, to update their plans
to meet the risks, to train to the plans,
and to test them.

While there is no official reason
given, the West Valley Spent Nuclear
Fuel shipment set for the fall has also
been postponed.  The earliest it will
now occur will be after April 2, 2002.
The shipment is scheduled to travel on
Norfolk Southern tracks from Fort
Wayne through Lafayette on its way to
Idaho.

At the time of publication of this
issue, anthrax had directly affected
seventeen people in the United States
(none in Indiana), but had emotionally
affected millions.  Hazardous materi-
als teams throughout the country were
kept running day and night, respond-
ing to reports from panicked members
of the public who thought substances
such as cleaning powder and talc
might be carriers of the disease.

At the Indiana State Emergency
Management Agency (SEMA), we are
in constant contact with our county

directors to train them in the reality of
the situation.  That way they can
reassure members of their communi-
ties that there is little to fear from a
weapon that is most effective when
high profile targets are picked to
generate maximum publicity.

On with normal life.
I want to thank the Allen County

LEPC and EMA Director Ed
LaRocque for hosting the September
IERC meeting in Fort Wayne.  I also
want to thank the Allen County
Commissioners for allowing us to use
their meeting room.  At the meeting,
the IERC approved using LEPC funds
to pay for attendance at the fall
Emergency Management Alliance of
Indiana (EMAI) conference in India-
napolis.  The EMAI conference was
held in conjunction with the annual
LEPC conference.  More on that
conference will be in the next edition
of the SERCULAR.

Another round of thanks goes to
the Tippecanoe LEPC and to Eli Lilly
for hosting a regional meeting on
October 19th at the Lilly Labs in
Lafayette.  These meetings always
provide great forums for exchanging
ideas.

The annual IERC retreat was held
in early October at the Seasons in
Nashville.  A complete report will be
posted on the IERC web site following
the November 19th IERC meeting in
Indianapolis.

In closing, although life will never
be the same, we need to continue our
routines.  Part of that is continuing to
support our brave emergency respond-
ers through the promotion and pur-
chase of the “Hoosier Safety” license
plate.  We need to give them every
resource possible.

God Bless America.

‘Til next issue.
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SAFETY ALERTS/SHELTERING DATA/CONFERENCE

SAFETY ALERTS

The National Propane Gas
Assoclation has issued an alert regard-
ing propane cylinders being used in
the illegal manufacture of metham-
phetamines, commonly referred to as
“crank.”  Manufacturers of this drug
are using propane cylinders for the
storage and use of anhydrous ammo-
nia.  These cylinders have been found
in many states at cylinder exchange
and refilling locations as well as in
hotel rooms and mobile labs where the
manufacturing of this illegal substance
has taken place.  The brass valve in a
propane cylinder will be damaged if it
comes in contact with anhydrous
ammonia. This deterioration will lead
to cracking of the valve body or its
components and can ultimately result
in a violent, unexpected explosion of
the valve from the cylinder, causing
personal injury or death. For a full
copy of the safety alert,  visit the
Association Web Site (www.npga.org).

Note: A workshop on clandestine
methamphetamines labs for law
enforcement will be offered during the
EPA conference in Baltimore in
December.  See “EPA Conference”
below.

Ammonia  Releases at Ammo-
nia Refrigeration Facilities

EPA has issued an updated
chemical safety alert for personnel
who operate and maintain refrigeration
systems, managers of facilities, and
emergency responders.  The alert
discusses potential hazards and the
steps that can be taken to minimize
risks. The alert also sumarizes the
findings from evaluations performed

Propane Cylinders/Anhydrous
Ammonia

by the chemical Accident Prevention
Group of EPA Region III. Region III
has conducted more than 135 chemical
safety audits and 32 risk management
program audits from 1995 to the
present of large and small facilities
using ammonia for refrigeration. The
alert can be found at EPA’s Web Site
(www.epa.gov/oeppo).

Chemical Accidents from
Electric Power Outages

Incident data from the National
Response Center shows that during
2000 there were about 240 chemical
releases reported due to an electric
power interruption; only a few were
related to planned rolling blackouts. A
number of releases were associated
with power resumption and restart of
operations. A new publication on the
EPA chemical Emergency Prepared-
ness and Prevention Office Web Site
(www.epa.gov/oeppo) provides several
examples, lessons learned, and steps
you can take to identify a potential
hazard and reduce the impacts.

NICS COLLECTING
SHELTER-IN-PLACE

DATA

The National Institute for Chemi-
cal Studies (NICS) has begun an
online interactive database to collect
information about shelter-in-place
incidents in the United States.

“Our long-term goal is to collect
data and then make it available online.
Users will be able to download the
database file and manipulate the data
to fit their needs,” said Mark Scott,
NICS President and CEO. NICS
intends for the data base to give
emergency planners and responders
information on the effectiveness of

sheltering In place during actual
chemical emergencies. The Informa-
tion will reside in a data base that
users can download from the NICS
Web Site.

According to Scott, the database
will differentiate itself from other
information sources by focusing
specifically on the shelter-in-place
aspects and not just data about the
chemical emergency.

As NICS learns of an incident,
they will contact the Local Emergency
Planning Committee and request that
the Committee complete a form. After
receiving the form, NICS will follow-
up with phone calls to obtain addi-
tional details.

 NICS is also requesting that the
emergency planning and response
community help to build the database.
The NICS Web Site contains a form
officials can use after an incident to
report shelter-in-place data. If you
have an incident where shelter-in-
place protective measures are imple-
mented, please visit the NICS Web
Site at (www.nicsinfo.org).  Click on
“Shelter In Place Data Collection.”
For more information, contact NICS at
(304) 346-6264.  (Reprinted from
USEPA Region III’s Chemical Emer-
gency Preparedness & Prevention
Update, September, 2001)

EPA CONFERENCE

EPA Region III Chemical
Emergency Preparedness and
Prevention Conference and EPA
International Hazmat Spills Preven-
tion Conference, December 9-13,
2001, Marriott Waterfront,
Baltimore’s Inner Harbor, Mary-
land. Conference Hotline 800-364-
7974.  Conference Web Site:
(www.2001conference.org).
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Inactive-LEPC Counties With SARA Title III
Reporting Facilities

Counties with active LEPCs.

Counties with inactive LEPCs.

Number of SARA Title III reporting facilities in Inactive-LEPC counties.1,2,3

27

The Indiana Emergency Response Commission
(IERC) and its staff would like to take this opportunity
to recognize and thank all active Local Emergency
Planning Committees (LEPCs) for their continued
efforts in maintaining and sustaining their LEPCs.  In

these times of great uncertainty and demand for
emergency services in the realm of awareness and
preparedness, it is reassuring that your LEPC’s dili-
gence in meeting the statutory requirements of
EPCRA/SARA Title III has and will continue to be
invaluable to your community.

So as each LEPC revisits awareness and prepared-
ness while reevaluating its mission/purpose in chemi-
cal hazards, the Field Representatives would like to
paint a picture that shows the current status of the 92
LEPCs in the state of Indiana. In addition to indicating
the current status of your LEPC and others in counties
around your county which may experience a chemical
release affecting your county, this picture (map) also
details the number of SARA Title III reporting facili-
ties in each county with an inactive LEPC. While
LEPCs (active and inactive) examine this map, we
would like to leave you with these thoughts:

The spirit of EPCRA is to provide local govern-
ments and the public with information about possible
chemical hazards in their communities/counties so that
appropriate responses will be instituted by local
governments to address accidental chemical releases
when they occur.

County boundaries do not prevent/protect your
counties/communities from the hazards of accidental
chemical releases from neighboring counties/commu-
nities.

Be aware - “Somewhere in time a disaster lurks.
Prepare now!” (Courtesy of the Lake County LEPC).

Please visit the IERC web site for additional
information about SARA Title III in Indiana, and
remember to call on your Field Representatives for
assistance and with your issues and comments.

�

�

�
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SITE SECURITY.....cont’d. on page 6

SITE SECURITY.....from page 1

ated, and there have been injuries to the general public and
to law enforcement personnel from exposures to the
released ammonia.

• There are cases where vandals have attempted
unsuccessfully to break into chlorine tank cars. Fortunately,
the design of the chlorine tank car includes a heavy steel
dome and additional lock out devices that discourage even
well-equipped vandals.

These examples illustrate the need to examine security
measures at a facility, especially those handling highly
hazardous substances, to guard against criminal acts,
including vandalism.

AREAS OF CONCERN

Threats may come in different forms and from different
sources. Threats from outside the facility could affect
people and the facility itself, and may involve trespassing,
unauthorized entry, theft, burglary, vandalism, bomb
threats, or terrorism.

Threats from inside the facility may arise from inad-
equate designs, management systems, staffing or training,
or other internal problems. These may include theft,
substance abuse, sabotage, disgruntled employee or con-
tractor actions, and workplace violence, among others.

Threats are not restricted to people and property , but
could also involve sensitive facility information. Both
facility outsiders and employees or contractors could pose
threats to data storage and data transmission of, for ex-
ample, confidential information, privacy data, and contract
information. They could also pose a threat to computer-
controlled equipment. These threats may include breaches
in data access and storage, uncontrolled dissemination of
information, destruction of information or threats to
automated information systems.

COMMON SECURITY MEASURES

Most security measures are intended to prevent intrud-
ers from gaining access to the site or to limit damage. The
following sections present a number of design and proce-
dural approaches that facilities have successfully imple-
mented. The appropriateness of anyone of these depends on
site-specific conditions that you would need to consider in
assessing any security needs for your facility.

PREVENTING  INTRUSION
Most facilities have some measures that are intended to

prevent intruders from entering the grounds or buildings.
These measures may include fences, walls, locked doors, or
alarm systems. The location of the facilities and the types
of structures will determine how much and what type of
protection a facility needs.

In addition to basic measures, some facilities also
provide physical protection of site utilities at the fence
perimeter. Security lighting (good lighting around build-
ings, storage tanks, and storage areas) can also make it very
difficult for someone to enter the facility undetected.
Some facilities augment these measures with intrusion
detection systems -video surveillance, security guards at
fixed posts, rounds/mobile patrols, alarm stations, and
detectors for explosives and metal. If you have guards, it
may be useful to consider their training in detection and
response and the availability to them of equipment for
appropriate protective force.

To protect against unauthorized people coming in
through normal entrances, security clearances, badges,
procedures for daily activities and abnormal conditions, as
well as vehicular and pedestrian traffic control, can provide
efficient access for employees while ensuring that any
visitors are checked and cleared before entering.
Most facilities have procedures to recover keys from
employees who leave and to immediately remove the
employee’s security codes from systems. At times it may be
wise to consider additional measures, such as changing
locks, when a disgruntled employee leaves.

LIMITING DAMAGE
In addition to protecting a facility from intruders, it is

important to limit the damage that an intruder (whether
physically at the site or “hacking” into the company’s
computers) or an employee could do. Most of the steps to
limit damage are probably things you already do as part of
good process safety management, because they also limit
the loss of chemicals if management systems or equipment
fails or an operator makes a mistake. These steps can be
related to either the design of the facility and its processes
or to procedures implemented.

Facility Design
A well-designed facility, by its layout, limits the

possibility that equipment will be damaged and, by its
process design, limits the quantity of chemical that could
be released. Facility and process design (including chemi-
cals used) determine the need for safety equipment, site
security , buffer zones, and mitigation planning. Eliminat-
ing or attenuating to the extent practicable any hazardous
characteristic during facility or process design is generally
preferable to simply adding on safety equipment or security
measures.

The option of locating processes with hazardous
chemicals in the center of a facility can thwart intruders
and vandals who remain outside the facility fenceline.
Transportation vehicles, which are usually placarded to
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identify the contents, may be particularly vulnerable to
attack if left near the fenceline or unprotected. However,
for some facilities and processes, the option of locating the
entire process at the center of the site may not be feasible.
You may need to consider external versus internal threats,
such as the threat to workers if an accidental release occurs,
or the access to the process in case of an emergency
response.

Where feasible, providing layers of security will
protect equipment from damage. These layers could
include, for example, blast resistant buildings or structures.
Enclosing critical valves and pumps (behind fences or in
buildings) can make it less likely that an intruder will be
able to reach them, a vehicle will be able to collide with
them, or that releases are compounded because of damage
to neighboring equipment.

Chlorine tanker valves are an example of equipment
design with several layers of security: (1) a heavy steel
dome with lid; (2) a heavy cable sealing system that
requires cable cutters to remove; (3) a heavy duty valve
that can withstand abuse without leaking; and (4) a seal
plug in each valve. As many as three different tools would
be needed to breach the container’s integrity .

If equipment is located where cars, trucks, forklifts, or
construction equipment could collide with it or drop
something on it, the equipment should be constructed from
materials that could stand some abuse. In general, you
should give consideration to collision protection to any
equipment containing hazardous chemicals with, for
example, collision barriers.

The idea of layers of security may also be applied to
communications/computer security. Some companies have
developed alternate capabilities and systems to protect
receipt and transmission of confidential information.
Backup power systems and/or conditioning systems can be
important, particularly if processes are computer con-
trolled. Access to computer  systems  used to control
processes may need to be controlled so that unauthorized
users cannot break in; appropriate computer authentication
and authorization mechanisms on all computer systems and
remote access may prove useful; entrance into control
rooms may need to be monitored and limited to authorized
personnel. For emergency communications, some compa-
nies use radios and cell phones as a backup to the regular
phone system.

Well-designed equipment will usually limit the loss of
materials if part of a process fails.  Excess flow check
valves, for example, will stop flow from an opened valve if
the design flow rate is exceeded. These valves are com-
monly installed on chlorine tankcars and some anhydrous
ammonia trailers, as well as on many chemical processes.
Like excess flow valves, fail-safe systems can ensure that if
a release occurs, the valves in the system will close,

shutting off the flow. Breakaway couplings, for example,
shut off flow in transfer systems, such as loading hoses, to
limit the amount released to the quantity in the hose.

If you store hazardous liquids, you may want to con-
sider containment systems (e.g., buildings, dikes, and
trenches) that can slow the rate at which the chemical
evaporates and provide time to respond. Double-walled
vessels can also protect against attempts to rupture a tank.

The installation of chemical monitors that automati-
cally notify personnel of off-hour releases could be impor-
tant if your facility is not staffed during certain periods
(e.g., overnight). Such monitors, however, are not available
for all chemicals. The appropriateness of monitors, and any
other equipment design solutions, will depend on site-
specific conditions.

Procedures and Policies
Your facility’s policies and procedures can also limit

the damage caused by a release. As with design issues, the
procedural steps you routinely take to operate safely also
help protect your facility from attacks. Maintaining good
labor relations may protect your facility from actions by
either employees or contractors. Open negotiations, work-
place policies emphasizing that violence and substance
abuse are not tolerated, and adequate training and resources
to support these policies are important considerations. The
goal is to develop a workforce and management capacity to
identify and solve problems by working together. Follow-
ing are several examples of specific areas where procedures
and policies can prevent or limit the damage of a release.

As a matter of good practice, as well as site security,
you may consider disconnecting storage tanks and delivery
vehicles from connecting piping, transfer hoses, or distribu-
tion systems when not in use. Leaving the tanks linked to
the process or pipeline increases the chance of a release
because the hoses or pipes are often more vulnerable than
the tanks.

In addition to accurately monitoring your inventory,
another practice you may want to adopt is limiting the
inventory of hazardous materials to the minimum you need
for your process. This policy limits the quantity of a
hazardous material that could be released. You could also
consider actions such as substituting less hazardous sub-
stances when possible to make processes inherently safer.

Your written procedures are also an important tool in
protecting your facility. As part of your regular operating
procedures, you probably have emergency shutdown
procedures. These procedures, and workers trained in their
use, can limit the quantity released. The procedures are
particularly important if you have processes that operate
under extreme conditions (high or low pressures, tempera-
ture) where rapid shutdown can create further hazards if
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done improperly.
As you review your contingency plan, consider, if

necessary, revisions to address vandalism, bomb threats,
burglary -including evaluating the desirability of your
facility as a target -working with local law enforcement,
and providing extra security drills and audits. Many
companies find that working with local law enforcement is
an effective means of evaluating security risks.

As a matter of good practice, for both process and
response equipment, it is important to have a program that
ensures that all equipment is subject to inspection and to
corrective and preventive maintenance.  In this way, you
can be sure that the safety systems you install will operate
as designed.

SITE-SPECIFIC DECISIONS

The steps you take to operate safely will often serve to
address security concerns as well. Considering inherent
safety in the design and operation of any facility will have
the benefit of helping to prevent and/or minimize the
consequences of any release. Before taking steps to im-
prove site security, you may want to evaluate your current
system and determine whether it is adequate. Factors you
might consider include:

• The chemicals stored at your site; some chemicals
may be particularly attractive targets because of the poten-
tial for greater consequences if released.

• The location of the site; sites in densely populated
areas may need more security than those at a distance from
populations.

• The accessibility of the site; are the existing security
systems (e.g., fences, security lighting, security patrols)
adequate to limit access to the site?

• The age and type of buildings; older buildings may be
more vulnerable because they have more windows; some
newer building are designed for easy access.

• Hours of operation; a facility that operates 24-hours a
day may need less security than a facility that is unoccu-
pied at night.

Decisions about improving site security should be
made after evaluating how vulnerable your site is to threats
and what additional measures, if any, are appropriate to
reduce your vulnerability.  Each facility should make its
own decision based on its circumstances.

IT IS YOUR DUTY

If you produce, process, handle, or store extremely
hazardous substances you have, under the Clean Air section
112(r)(1), a general duty “to identify hazards which may
result from such releases, using appropriate hazard assess-

ment techniques, to design and maintain a safe facility
taking such steps as are necessary to prevent releases, and
to minimize the consequences of accidental releases which
do occur.”

INFORMATION SOURCES

Several organizations ( e.g., ASTM, ANSI) have
standards for site security or include site security issues in
their codes. The National Fire Protection Association
(NFPA) has a standard NFPA- 60 1, Standard for Site
Security Services for Fire Loss Prevention. The American
Petroleum Institute addresses security issues in RP 554,
Process Instrumentation and Control. Likewise, the
Chemical Manufacturers Association addresses this issue
through the Responsible Care Employee Health and Safety
Code Site Security Management Practice. Protocols
developed under the Responsible Distribution Process
cover security concerns. You can contact the following
websites for additional security information:

www.energysecuritycouncil.org
The Energy Security Council is a national industry

association to assist law enforcement agencies and energy
companies in combating all types of criminal activity.

www.nfpa.org
The National Fire Protection Association provides

standards, research, training, and education to reduce the
burden of fire and other hazards.

www.nsc.org
National Safety Council provides general safety

information on chemical and environmental issues.
www.asisonline.org
www.securitymanagement.com
The American Society for Industrial Security develops

educational programs and materials that address security,
an online version of its magazine.

www .siaonline.org
The Security Industry Association provides general

security information.
www .atsdr .cdc.gov
The Agency for Toxic Registry site provides analyze,

mitigate, and hazards resulting from industrial chemicals.
Substances and Disease a IO-step procedure to prevent

public health terrorism involving
www .aiche.org/ccps
The Center for Chemical Process Safety (CCPS) is an

industry-driven, nonprofit professional organization
affiliated with the American Institute of Chemical Engi-
neers (AIChE). It is committed to developing engineering
and management practices to prevent or mitigate the
consequences of catastrophic events involving the release
of chemicals that could harm employees, neighbors and the
environment.

www .cdc.gov/niosh
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The National Institute for Occupational Safety and
Health provides multiple resources on workplace
violence prevention.

The Complete Manual of Corporate and Industrial
Security, by Russell L. Bintliff (Prentice Hall, 1992)
provides detailed discussions of the advantages and
disadvantages of various security systems as well as
checklists  for security inspections.

The Handbook of Loss Prevention and Crime
Prevention, 3rd Edition, L.J. Fennelly, Ed.,
(Butterworth-Heinemann, 1996) includes information
on conducting security surveys as well as chapters on
a broad range of security subjects.

Guidelines for Investigating Chemical Process
Incidents. (AIChE/CCPS). These Guidelines establish
a basis for successful investigation of process inci-

dents to determine causes and implement changes,
which can prevent recurrence. Primary focus is on
incidents with catastrophic potential but the concepts
should also be used for investigating environmental
incidents, minor injuries, less significant property
damage events, or near misses.

Process Plants: A Handbook for Inherently Safer
Design, by Trevor Kletz. (Taylor & Francis 1998)
illustrates the principles of inherent safety and demon-
strates the advantages of considering safety approaches
in the design stages of a process.

Inherently Safer Chemical Processes: A Life Cycle
Approach. (AIChE/CCPS) This book presents the
principles and strategies for applying inherently safer
thinking from the start of the life cycle to the very end.


